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Case study 2: Java keystores
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Key derivation function (KDF)
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JKS/JCEKS Integrity Pwd Cracking

Integrity password Keystore content

“Mighty Aphrodite”

For JKS and JCEKS (Java Cryptography Extension) keystores:

e Efficient integrity-password bruteforce (fixed “salt” ... precomputation!)
e Watch out when integrity password = confidentiality password!



DoS by Parameters Abuse

KDF+HMAC

Parameters

For these keystores:

Sy

e Oracle PKCS12 07’79 % 6'0,0/,b

e Bouncy Castle BKS @é@y a”b,,
e Bouncy Castle PKCS12 SfOr@,

-

SEQUENCE (3 elem)
SEQUENCE (2 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIER 1.3.14.3.2.26 shal (OIW)
NULL
OCTET STRING (20 byte) C9C2AFS5A. ..

OCTET STRING (20 byte) 7B223BBC...
INTEGER 1024
N )




JCEKS Secret Keys Code Exec

Sl e N <

e Command execution
JDK=<1.7.21 & JDK<1.8.20

e DoS JDK>1.8.20

e Fixed Oct 2017 CPU

KeyStore Load Mechanism
e deserialize each SealedObject
e then perform Integrity Check



JCEKS Code Exec after Decrypt

e SealedObject ((

e)

. Command execution on
Deserialize of SecretKey latest JDK if integrity &

e Extended classpath , g . |
e Use gadgets from any 3rd-party library €y password are Known:



Java keystore vulnerabilities (NDSS18)

.. 2017 May 2017 Aug 2017 Nov 2017

Keystore Report to BC1.58 released JCEKS code exec,

Analysis Oracle and fixing some issues again...

BC

Apr 2017 Jul 2017 Oct 2017 Feb 2018 Apr 2018
Discovered Issues fixed by Oracle CPU Full disclosure gracle CPU
attacks, Oracle CVE-2017-10345, @NDSS18 CVE-2018-2794
including code CVE-2017-10356
execution

(For more information see the and the at NDSS18)


https://www.ndss-symposium.org/wp-content/uploads/2018/02/ndss2018_02B-1_Focardi_paper.pdf
https://www.youtube.com/watch?v=JtFJuxRC56s&index=1&list=PLfUWWM-POgQstA8nu7IsnP5rTkG9e0bL2&t=0s

Responses

CVE-2017-10356
e Oracle Keytool, warning on JKS/JCEKS CVS56.2
o The JCEKS keystore uses a proprietary format. It is recommended
to migrate to PKCS12 which is an industry standard format [...]

e Oracle JCEKS KDF params for PBE
o from 20 to 200K iterations (max 5M)

e Oracle PKCS12
o from 1024 to 50K iterations for PBE (max 5M)
o from 1024 to 100K iterations for HMAC (max 5M)

e Fix(es) to the Oracle JCEKS code execution CVE-2017-10345
T : CVSS 3.1
e Similar improvements in Bouncy Castle CVE-2018-2794

CVSS 7.7



Something inherent. Check
biometric features of users

BIOmetrlCS e Signatures, fingerprints, voice,

face, hand geometry, retinal
patterns, iris, ...




Biometrics

1. Enrollment: features are Problem: A breach in the biometric
extracted and stored in database database has high impact:
2. Verification: features are

extracted and compared with e biometric data is unique, belongs

the stored ones t‘? USers .
e differently from passwords it
A delicate balance; cannot be changed if leaked
No impersonation (false positives) New classes of attacks:

but correct users should be identified
most of the times (no false negative)



https://www.archive.ece.cmu.edu/~lbauer/proj/advml.php
https://www.archive.ece.cmu.edu/~lbauer/proj/advml.php

Biometric unlocking

Enroliment Verification
Samples produce a protected A fresh sample produces features x.
feature template T. Accept when score(x, T) = T.

Fresh sample . Protected matcher .| Authorize key use

Template + threshold

Noisy measurements do not directly reproduce a cryptographic key

Protect the enrolled template and matching logic, prevent sample injection or
replay, and securely bind successful verification to key use




Biometrics and Android Keystore

Secure environment (Trusted Execution Environment, TEE / secure hardware)

Biometric matcher
+ enrolled template

HMAC-authenticated
AuthToken

Y

KeyMint
key + usage policy

AuthToken: user SID, authenticator type, timestamp, operation challenge, MAC
e Policy can require authentication per operation or within a time window
e The per-boot HMAC key stays within secure components, inaccessible to Android

services and apps.

e Android forwards the AuthToken
e KeyMint verifies it and executes the authorized key operation




Passkeys and the keystore model

A passkey is a public—private key credential used to sign in to a website or app

HTTPS (website example)

Relying party (RD) Browser / 0S Authenticator
public key + account "I checks web origin "I private key + policy
(example.com)
WebAuthn API + internal API
Local authorization Remote authentication
PIN or biometrics authorizes key use A signature proves key possession

The website receives no biometric



Passkey registration

1. Server Send fresh challenge, RP ID and USER ID for the current
account.
2. Browser Validate RP ID against origin (e.g. example.com)

3. Authenticator Verify user, generate (sk, pk), bind credential to RP +
account.

4. Server Validate registration and store credential ID + pk under the
account.

Secure enroliment determines whose key the account will trust



Passkey authentication

The server sends a fresh challenge c, the user authorizes key use

clientDataJSON authenticatorData

type = "webauthn.get" rpldHash = SHA-256(RP ID)
challenge = base64url(c) (from the server) flags = ...

origin = "https://login.example.com’ a counter to prevent replay

o = Sign_sk(authenticatorData || SHA-256(clientDataJSON)) + USER ID

Server verifies ¢, origin, RP ID, flags, account mapping and o



Origin binding and phishing relay

Genuine service Phishing page
origin: https://login.example.com origin: https://attacker.example
RP ID: example.com Relays the genuine challenge c

Request RP ID = example.com

The browser rejects a request from the unrelated phishing origin.

Request RP ID = attacker.example

The genuine passkey is outside scope. The RP also checks signed origin.



Key protection and synchronization

Property Device-bound Synced
Availability Original authenticator Authorized provider devices
Private-key mobility No sync / export by design Encrypted transfer / recovery

Another registered credential

Loss of device
or account recovery

Provider recovery / other device

Local key protection Depends on authenticator Depends on provider + device

Synced passkeys rely on the provider’s encryption and secure device
enrollment to protect the private key across devices



Discussion: what does the server trust?

1. A database leaks public keys and credential IDs
Can an attacker authenticate as Alice? Which secret is missing?

2. A browser session cookie is stolen after a passkey login
Does biometric verification at login prevent session hijacking?

3. The response contains Bob’s USER ID and Alice’s signature
Which server-side check must reject the response?
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